
RFC 2350 PATIKAB-CSIRT 

 

1 Document Information 

This document contain PATIKAB-CSIRT descriptions according to RFC 2350 which 

include the basic information about PATIKAB-CSIRT, responsibility, offered services, and   

contact information. 

 

1.1 Date of Last Update 

This is version 1.0 that published on 15 April 2021. 

 

1.2 Distribution List of Notification 

There are no distribution list of notification about document updates. 

 

1.3 Locations where this Document May Be Found 

Current version of this document is available on : 

PatiKab-CSIRT website (Indonesian and English Version) 

 

1.4 Authenticating this Document 

This documents has been signed Patikab-CSIRT PGP Key. See section 2.8 for more 

information. 

 

1.5  Document Identification 

This documents attributes :  

Title     : RFC 2350 PatiKab -CSIRT; 

Version     : 1.0; 

Date of  Publication : 15 April 2021; 

Expiration Date     : This document is valid until an update is published. 

 

2 Contact Information 

2.1 Name of the Team 

PatiKab - Computer Security Incident Response Team (CSIRT) 

Abbreviated : PatiKab-CSIRT. 

 

2.2 Address 

Jl. R. A. Kartini, Kaborongan, Pati Lor, Kec. Pati, Kabupaten Pati, Jawa Tengah 

59111  

 

 

2.3 Time Zone 

Jakarta (GMT+07:00) 

 

2.4 Telephone Number 

(0295) 381127 

 

2.5 Fax Number 

(0295) 382360 

 



2.6 Other Telecomunication 

None 

 

2.7 Electronic Mail Address 

csirt[at]patikab.go.id 

 

2.8 Public Key and other Encryption Information 

Bit   :  4,096 

ID   :  PatiKab-CSIRT <csirt@patikab.go.id> 

Key Fingerprint: C4B6B6B28C18660C5AE6B1A2B4289BB15BB7A0DD 

--------BEGIN PGP PUBLIC KEY BLOCK------- 

mQINBGB33dIBEAC4gv0zxAK06xh89O6jP3S84tf9WfeHfkSa036I6qAKtUfTS909 

kUdu9R65qzRngS5xgqraNU9nFMwlikK/dqcZuHVThlc6umnL/D6aO7jg3np+tN39 

wVZEMR1OEPrJFvqsUihDMnFVuWlipe5gMAwQsqJuhOEaul/FtyZcU9q56g08c+9i 

KlhRS2Pw96XzuOuKbDbeIybRvWvQewZaH9CahfQTLPJkvoAgTW2KJu7Jh022kqzJ 

927ThBTyTD9cGLiHNSDCJ5lmFM4EWFd1nmSYtmFHhs01yCk35kP7HOvXnA61QFtD 

FT+P1YTOKSyXWETEuCBw68wtS+OFdGWZx8GjOudeS/A4z5iQ9XwHwTU8Jzc/toFy 

cVfSKEr/EhgWP/6Q2vKiAmVzQFOLz/rtMboToZZ3iV8cMSy6Hy/i/x+MLKQMljIL 

SBIetTPyuatJtD5/zNMNGy8nuZKknsGyrNPbccjvX0HP41UwldyxuUsc8k1JuEVo 

MxsbtviVmmBevByOl9OFWKANZEiqwYpkbIGEhkhGQ6Tr5ieBuAxrI7I79VHDaUHj 

kQcISTOzCcwaamgzlqdqrMpIYlnDK1CV8kasFPbsY29qFnXYmY2wsxRHnMAcOa5W 

MYAfv24wzJAwWNXDovHnc3IwBTM7YImzhCu3jCIrJ5NM7l26vjRLfnsDBQARAQAB 

tCNQYXRpS2FiLUNTSVJUIDxjc2lydEBwYXRpa2FiLmdvLmlkPokCVAQTAQgAPhYh 

BMS2trKMGGYMWuaxorQom7Fbt6DdBQJgd93SAhsDBQkDwlF+BQsJCAcCBhUKCQgL 

AgQWAgMBAh4BAheAAAoJELQom7Fbt6DdErkQAI/GC274SFFcRVj81+Q1i/aU30Jf 

7QY0vZ9TmSIXrVNaV2SnXiaCTtSXafYpPB/gg9D0pJ3xqX88mSvkQoOMbx9YXjY8 

o9rHnpnXxg9IvbtMiISzmt7lHOUXyXJ9ehYNvbaqZnocyIcvd9GulwW4/cLUwREa 

Nh5NKkzMsh6z96MyLUv/U9Wm4h4V84zwkYRpSfy6NVlK0vrs2UrsQsL2KantUgtP 

e+3WBZM/wATymI686e02foZ9bi3NsJxF7avwsatrfdds+gbZU9na5SmbnfdtBaPI 

krTf/ZSCy8n6Vy2d2ZYqXqpZkzh6MkWy21Nmmxri6AIkcsG82yX83TUaIWG/aQFp 

jL/HMPwyN5OJya516XC7/uGaiuzOsMkrWnR4rnx4+hmRJ9XBfGe+Wc7x9IQfRDJq 

8wJ9dVm68gWaZ9l72jraAK8DXNBKAXHUxJpSevGm3dbhiDs70wXItMdvKh7vDrEA 

NtKihF0U/5emWSgQNEblt372R3BJMJWtmzC4PKbv6CMvsA1cJJ9CkFtT71/+qMho 

I2T7yVScRKFWRBIjIDA8jlm9zxeYDtHa5ZSi6HOaQpJrR7ZfhbaOs+sHpUZ+OFR5 

KAc+v5KoPP1NuCj1I0Wb9Zp//fGYHw3b2X+w+QeqZTCCk/7K+qUcg/wAG6ve4eVZ 

7YCyPakIH7A4IoiuuQINBGB33dIBEADXtONRiSC3VS2sUTZTHH12lG6MJzd4Fkua 

1a6myxZ3TYeFOM2uDT/cxcK9hSBcZPHpmBz6GJeVgaQFQqyLRn1lMESLRMMWo+Th 

JTlStNZTEyBz1ZL8Lqo5byzsxCO3EU0fY/yhVemxrGhs3+oJkoSvpd+2iLQlnqtN 

GyMgECFGOktjAeQQa7ApPoKz50MrUFTLHULmEQCj0LFdExcaCVg4AgoAFmeLNnRS 

McGk2rll7r+zFclnvu4jlVyy54o4FizFkMr8h9TEeah63muGII3hRUHxvNQbOxF6 

ydqRMa2RgDmThMvYP+9KUizGDJlej9gOTY8x0hHkloc40efdseLX0WeEY2ayiDSq 

jrdkFYod6B/1mBN4fdJ2K9SuXMNVBNiJStVoXgt5Conc5o61xCEswcW8r+8SG4zC 

ttrK50vB1E5KSgN4RoBzbzvv0cFk1+idIACkzT+S/DUnfQoQFZPB7H3ZEc4gMe6m 

OT+FTVyF27hmWL2DvanxouthdtwfKaqwva96ZOyJKzLCMZCK8bAnUaMZE1XEWTaD 

gssDhdLKS+KuDODzdWC6wQLtSbRpT1ogEugNrVufVGWInEvJyibYeCG6LP88V26y 

z6R+IfjP72Q9p4cA2Ed/b0536D7Wk8J03oPtqBTPJitb95MA1rP26SvmVCWeAFjI 

ag3Xzr7ewQARAQABiQI8BBgBCAAmFiEExLa2sowYZgxa5rGitCibsVu3oN0FAmB3 

3dICGwwFCQPCUX4ACgkQtCibsVu3oN3pAhAAo6F9MA6t+Uh1lep0iI0YxF2H8vQ8 

ZKnf3IOho/aQ94Yh+5bH9h0kspgWzSvX9I0twuoejB2E4Nk0TlcQjbKvGF7f/+hG 

eoC2pG9pHlcvTcGC4msXdS3lA65S8LlUIV63WltmCDJuljUmRT0YgcZV0Yoeuo/J 
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doEuLE82bUk4c8U/WBL4Sr7oJinP4UlNEaje8j8loXqjzrRUnm8MraYqwp3cwGSR 

AJCIOdIsjPZkX89QGj4jz931lPfNLpdCFU6HVJOjP3kq2rEA0ZgQoU6qAy5sF/qE 

zx2SFwbSyB/HmU6bS1ebC9Iw1ieRBVIhrlX/pXQ7TDN3J97vLV98p8LRSqNw4SZn 

O5gjhL6yC9KxPBDNeNP2RBs9zQNFZsDqYSuQ/e/oElfgmyEFC9/pWyvJSkwtJ0/q 

LagnLdYJ3KycdmYFTb77VjqESqh+THN+f5ogCybU9oA656dFvcsRI0Ihr+O5aQge 

KhzySK8CG+H9xqH2irZ26HPy1YV/xyWKFRhhtvw00F+z3jgbgvMMZpvTxL6AMKPY 

/Qv+GRkZfBPUk5KEbDJOp6M1UkmOmTxi/m14e/6Yrpu/VgiN0RRINrDsrGFCzsTk 

g8o/oJI6ZNU13Kj3XGSddB0IzepuFPY8EP7y7WC5d1hK2p+4u53ymYhTH/nRRfvx 

sT/gtr5mI88atrA= 

=Ic5t 

--------END PGP PUBLIC KEY BLOCK------- 

 

This PGP Key is available on PatiKab-CSIRT website. 

 

 

2.9 Team Members  

Chief of PatiKab-CSIRT is Head of Dinas Komunikasi dan Informasi (Diskominfo) of 

Pati Regency. Team members are composed of entire Diskominfo staff and 

Regional Government Organization as Government Cyber Agents. 

 

2.10 Other Information 

None 

 

2.11 Note on Contacting PatiKab-CSIRT  

Prefered method to contact PatiKab-CSIRT is by e-mail at csirt[at]patikab.go.id or 

call (0295) 381127 at working hours. 

 

3 Charter 

3.1 Vision 

1 Establish a Secure, Reliable, and Trustworty Smart City Application and 

Information Technology, in the working environment of government agency in  

Pati Regency – Cental Java – Indonesia, as a form of prime services (quick, 

precise, effective, and efficient) to the public. 

2 Acculturation of Cyber Security Awareness in the general public and Regional 

Government environment in Pati Regency – Central Java – Indonesia. 

 

3.2 Mission 

1 Build, Coordinate, Collaborate, and Operate the mitigation system, crisis 

management, prevention and recovery against cyber security incidents in the 

Pati Regency  regional government sector. 

2 Building the capacity for cyber security incidents prevention and recovery 

resource in the Pati Regency  regional government sector. 

3 Information exchange, Training and exercises, Risk and vulnerability 

assessments, Penetration Testing, Data synthesis and analysis, Operational 

planning and coordination,Watch security operations center (SOC), and Incident 

response and recovery (CSIRT). 

 

3.3 Constituency 
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PatiKab-CSIRT constituents encompasses the entire Pati Regency Regional 

Government. 

 

3.4 Authority  

PatiKab-CSIRT had the authority to do Incident Preventions, Mitigations, 

Investigation and Impact Analysis, as well as Post-Incident Recovery for the 

governments. PatiKab-CSIRT perform preventions and recovery according to its 

constituents wish. 

 

4 Policies 

4.1 Types of Incidents and Levels of Support 

PatiKab-CSIRT managed incidents: 

a. Web Defacement; 

b. Distributed Denial Of Service (DDOS); 

c. Malware; 

Support given by PatiKab-CSIRT to the constituents may vary according to the type 

and impact of the incidents.  

 

4.2 Cooperation, Interaction and Disclosure of Information 

PatiKab-CSIRT cooperate and share information with other CSIRT or cyber security 

organization. PatiKab-CSIRT  threat every incoming information as confidential. 

 

4.3 Communication and Authentication 

For usual, non-confidential information, PatiKab-CSIRT can be contacted using 

unencryted/plain-text e-mail and telephone. For sensitive/restricted/confidential 

information, PGP-Encrypted e-mail is recommended. 

5 Services  

5.1 Reactive Services 

Main priority services offered by PatiKab-CSIRT include: 

5.1.1 Notification Service of Reported Cyber Incident. 

Service provided by PatiKab-CSIRT in the form of notification of occurred 

cybersecurity incident to the electronic sistem owner and statistical 

information related to PatiKab-CSIRT services. 

5.1.2 Incident Management and Recovery Service 

Service provided by PatiKab-CSIRT in the form of coordination, analysis, 

technical recommendations, and on-site assistance in the cybersecurity 

incident preventions and recovery. 

5.1.3.    Vulnerability Management Service 

Service provided PatiKab-CSIRT in the form of coordination, analysis, and 

technical recommendations in the security hardening efforts, following terms 

must be fulfilled in order to apply for the service: 

a Informant is the owner of the reported electronic system. 

b Follow-up of previous Vulnerabiliy Assessment activity. 

 

6 Incident Reporting  

Cyber Security Incident report can be sent to csirt[at]patikab.go.id by attaching at least: 

a ID card scan/photograph  



b Evidence of the incient  in the form of captured screenshots or server log files. 

 

7 Disclaimer 

Malware Incident handling will be done according to available tools. 

 

 

 



Translation Note :  

 

Bidang Persandian dan Keamanan Informasi – Dinas Komunikasi dan Informatika 

Kabupaten Pati.  

Cryptography and Information Security – Communication and Information Department of Pati 

Regency 

 

Dinas Komunikasi dan Informasi 

Communication and Information Department 


